
PFCLForensics Version 3.0 is a simple to use but comprehensive tool to use to assist any organisa-
tion that has potentially been breached. The tool supports three major operations:

• A team can use its checklist feature to manage the incident resonse process from start to
 finish.

• Database incident response team can perform live analysis of transient artefacts and also

 more static data.

• An analyst can use the product to process and investigate the evidence that has been
 gathered.

PFCLForensics - Live Response and Forensics

Request a Demo

If you would like to receive further details of this exciting product or request a demo then 
please email: sales@petefinnigan.com

A breach can be mangaged in terms of 
working through the steps needed to 
respond to and analyse a potential 
breach; PFCLForensics helps with this. The 
steps can be checked off as they are 
reached and completed. PFCLForensics 
can be used to provide live response on a 
database and also the operating system in 
respect to the database server.

The product also supports projects so that 
each analysys is self contained. Each set of 
data gathered during the live response has a 
checksum created at extraction time from 
the database or server if done in the tool or 
at the time of loading the file into PFCLForen-

sics. These checksums are verified every time the project is loaded and the user can request a 
validation at any time in the interface.



Key Features

Licensing

Engagement License

An engagement license is aimed at a consultant who needs to 
perform a database security audit internally once or for a client 

but who does not need to use the PFCLScan + Applications 
software for a year or longer.

An engagement license has all the same features as a Pro annual 
license but the license term lasts instead for 30 days. This license is 
great for a single audit or a single engagement. The fee is again 

based on our same installation based model and does not limit 
the number of targets that can be scanned in one company.

This engagement license can be purchased for a single engage-
ment to perform an audit internally or for your customers if you 
are a consultant. You can renew the engagement license for an 

18% discount provided that the renewal is concurrent to the 
original license.
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Pro License

This license has the same features as the engagement license but 
the license lasts for one year. The software can be installed on one 

PC only in your own company OR at one customer of yours - The 
implications of consultant use of the license are discussed below.

Enterprise License

This license and software is the same as the Pro license with the 

exception that you may install the software as many times as you 
need within your own company OR at one customer of yours - The 
implications of consultant use of the license are discussed below.

Supporting Data: Other imporant data that is relevant but not actual 
evidence of an attack can be saved to the supporting time line.

Drillable Graph: The timeline is represented as a grid but also as a 

drillable timeline to home into clusters of evidence.
Overall Timeline: View all events captured as one complete timeline 

so that the whole expanse of the attack can be viewed as one 

timeline.
Filtering: Create simple or complex filters of the data in the source 

grids to target what evidence might be needed. The filtering is 

also reflected in the graphs.
Sorting: Sort any columns of data in the source data or timeline or 

supporting evidence grids.

Report: Fully functional word processor is built in that allows the 
responder to create a detailed report of the attack and to use 
any data in the tool as screen shots or raw data.

* Prices in GBP. Price does not include VAT or any other local taxes.

PFCLForensics is a very powerful tool that can be used to support a breach response process and team; to perform a live response on one 
or many databases and servers and also files; and finally to allow forensic analysis and investigation and report writing to answer the basic 

questions:

• Was there an actual breach?

• How did the attacker get in?
• What rights did the attacker have?

• What data did the attacker see?

• What did the attacker change?
• What could the attacker have done with more skill?

Project Based: to allow multiple investigations to be undertaken or 
practice responses.

Checksums: All of the data extracted from a database or server or 

from a file is checksummed to prove the data has not changed.
Sources: Load data from databases, servers and adhoc files.
File Load: pre-defined file types can be loaded but you are also able 

to define your own file types.
Time Sync: Because each source, database, server or file can have 

a slightly different time when compared to a unique wall clock.

Logs and Trace: The tool allows logging and trace to be enabled to 
record actions made in the tool. This can provide an audit trail of 
actions.

List Data Sources: All data sources gathered for all systems in a 
project visible in one list so that individual data can be viewed in 
details.

Timeline: Build a time line of only relevant evidence.


